SEMESTER S7

INFORMATION SECURITY
(Common to CS/CM/CA/AM)
Course Code PECST744 CIE Marks 40
Teaching Hours/Week .
(L: T:P: R) 3:0:0:0 ESE Marks 60
Credits 3 Exam Hours 2 Hrs. 30 Min.
Prerequisites (if any) PECST637 Course Type Theory

Course Objectives:
1. To learn the essentials of confidentiality, integrity and apply access control mechanisms to the

user information

2. To understand threats and Vulnerabilities and design security frameworks

3. To learn how to maintain the accuracy and completeness of data as it is transmitted over the

network with total security

SYLLABUS

Module
No.

Syllabus Description

Contact
Hours

Introduction to Information Security - CIA triad , OSI Security Architecture,
Security Goals, Security Services and Mechanisms, Threats, Attacks-
Malicious code, Brute force, Timing attack, Sniffers;

Access Control Mechanisms - Access Control, Access control matrix, Access
control in OS-Discretionary and Mandatory access control, Role-based access

control.

Software Vulnerabilities - Buffer and Stack Overflow, Cross-site Scripting
(XSS) and vulnerabilities, SQL Injection and vulnerabilities, Phishing;
Malwares - Viruses, Worms and Trjans, Topological worms, Trapdoors,

Salami attack, Man-in-the-middle attacks, Covert channels.

Introduction to security of information storage - Processing, and
Transmission. Information Security Management - The ISO Standards relating
to Information Security - Other Information Security Management
Frameworks - Security Policies - Security Controls - The Risk Management
Process - Regulations and legal frameworks; Authentication - User
Authentication, Token Based, Biometric Authentication, Remote User

Authentication, Multifactor Authentication.

Security in Networks - Threats in networks, Network Security Controls -




Architecture, Encryption, Content Integrity, Strong Authentication, Access
Controls, Wireless Security, Honeypots, Traffic flow security, Firewalls —
Design and Types of Firewalls, Personal Firewalls, IDS, Email Security —

PGP, S/MIME.

Course Assessment Method
(CIE: 40 marks, ESE: 60 marks)

Continuous Internal Evaluation Marks (CIE):

Assienment/ Internal Internal
Attendance Micr% roiect Examination-1 Examination- 2 Total
proj (Written) (Written)
5 15 10 10 40

End Semester Examination Marks (ESE)
In Part A, all questions need to be answered and in Part B, each student can choose any one

full question out of two questions

Part A Part B Total
e 2 Questions from each | e FEach question carries 9 marks.
module. e Two questions will be given from each module, out
e Total of 8 Questions, each of which 1 question should be answered. 60
carrying 3 marks e FEach question can have a maximum of 3
subdivisions.
(8x3 =24 marks) (4x9 = 36 marks)
Course Outcomes (COs)
At the end of the course students should be able to:
Bloom’s
Course Outcome Knowledge
Level (KL)
CO1 | Explain the goals, services and mechanisms related to information security. K2

Identify the different types of threats and attacks and the design strategies to

K2
co2 mitigate the attacks

Describe the information security practices within an organization, ensuring data

Co3 . . L : K2
protection and compliance with industry standards and legal requirements.

Discuss the skills to enhance network security, protect data in transit, and

K2
co4 respond to potential threats effectively

Note.: Ki1- Remember, K2- Understand, K3- Apply, K4- Analyse, K5- Evaluate, K6- Create




CO-PO Mapping Table (Mapping of Course QOutcomes to Program Outcomes)

PO1 | PO2 | PO3 |PO4 | PO5 |PO6 | PO7 |PO8 | PO9 |PO10 | PO11 | POI12
Cco1 3 3 3 3
CcOo2 3 3 3
Cco3 3 3 3 3
CcO4 3 3 3 3
Note: 1: Slight (Low), 2: Moderate (Medium), 3: Substantial (High), -: No Correlation
Text Books
SL. . Name of the | Edition
No Title of the Book Name of the Author/s Publisher and Year
1 Network security and Cryptography B. Menezes Cengage 1/e, 2010
2 Cr.ypt.ography And .Network Security William Stallings Pearson 5/e, 2011
Principles And Practice
Reference Books
SL . Name of the | Edition
No Title of the Book Name of the Author/s Publisher and Year
1 Cryptography and Network Security B. A. Forouzan, D. McGraw Hill 3e, 2015
Mukhopadhyay
2 Network Security Essentials: - . .
Applications and Standards William Stallings Prentice Hall. 4/e, 2011
3 Information System Security Nina Godbole Wiley 2/e, 2017
Video Links (NPTEL, SWAYAM...)
No. Link ID
1 https://archive.nptel.ac.in/courses/106/106/106106129/
2 https://nptel.ac.in/courses/106106199




