SEMESTER S4

CYBER ETHICS, PRIVACY AND LEGAL ISSUES
(Common to CS/CM/CA/AM)

Course Code PECST419 CIE Marks 40
Teaching Hours/Week o
(L: T:P: R) 3:0:0:0 ESE Marks 60
Credits 3 Exam 2 Hrs. 30 Min.
Hours
Prerequisites (if any) None Course Theo
q Yy Type ry

Course Objectives:

1. To provide a comprehensive understanding of the fundamental concepts of cyberspace and cyber

law, enabling them to analyse and address the challenges of regulating and securing the digital

world

2. To explain cybercrime, intellectual property, cyber ethics, and ethical issues in emerging

technologies, enabling them to tackle related challenges effectively.

3. To give awareness on data protection and privacy in cyberspace, and to learn legal frameworks

protecting privacy, enabling them to address and manage privacy-related challenges effectively

SYLLABUS

Module
No.

Syllabus Description

Contact
Hours

Fundamentals of Cyber Law and Cyber Space:- Introduction to cyber
law, Contract aspects in cyber law, Security aspects of cyber law, Intellectual
property aspects in cyber law and Evidence aspects in cyber law, Criminal

aspects in cyber law, Need for Indian cyber law

Cyberspace- Web space, Web hosting and web development agreement,
Legal and Technological Significance of domain Names, Internet as a tool

for global access.

Cyber crime and Cyber Ethics:- Cyber crime and Cyber Ethics:-
Introduction to cybercrime- Definition and Origins of Cyber crime-
Classifications of Cybercrime, Cyber Offences- Strategic Attacks, Types of
Attacks, Security Challenges Faced by Mobile Devices. Organizational
Measures for Handling Mobile Phones.

Cyber Ethics: The Importance of Cyber Law, Significance of Cyber Ethics,
Need for Cyber regulations Based on Cyber Ethics, Ethics in Information




society, Artificial Intelligence Ethics- Ethical Issues in Al and core

Principles, Block chain Ethics- Definition and Description.

Data Protection and Privacy Concerns in Cyberspace :Need to protect
data in cyberspace, Types of data , Legal framework of data protection, Data
protection bill -an overview, GDPR, Concept of privacy, Privacy concerns of
cyberspace, Constitutional framework of privacy, Judicial interpretation of
privacy in India, Privacy Law and Regulation, Organizational Response,

Privacy and Data Surveillance

Security Policies and Information Technology Act

Need for an Information Security policy, Information Security Standards-
ISO, Introducing various security policies and their review process,
Information Technology Act, 2000, Penalties, Adjudication and appeals
under the IT Act,2000, Offences under IT Act, 2000, Right to Information
Act, 2005, IT Act,2008 and its amendments.

Course Assessment Method
(CIE: 40 marks, ESE: 60 marks)

Continuous Internal Evaluation Marks (CIE):

Attendance

Assignment/ Internal Internal
Micr% roiect Examination-1 Examination- 2 Total
prol (Written) (Written)

15 10 10




End Semester Examination Marks (ESE)

In Part A, all questions need to be answered and in Part B, each student can choose any one
full question out of two questions

Part A Part B Total
e 2 Questions from each e FEach question carries 9 marks.
module. e Two questions will be given from each module, out
e Total of 8 Questions, each of which 1 question should be answered.
carrying 3 marks e FEach question can have a maximum of 3 60
subdivisions.
(8x3 =24 marks) (4x9 = 36 marks)

Course Outcomes (COs)

At the end of the course students should be able to:

Bloom’s
Course Outcome Knowledge
Level (KL)

Describe the concepts of cyber law and the various components and

co1 challenges associated with cyberspace. K2

Discuss the concept of cybercrime and computer crime, the challenges

C02 | faced by law enforcement, and the importance of intellectual property in K2
the digital age.
Explain the importance of cyber law and ethics, the need for regulations,

CcO3 | and the ethical considerations in emerging technologies like Al and K2
blockchain.

Identify data protection and privacy issues in cyberspace and describe
CO4 | various laws and regulations to address these challenges in the digital K2

age, ensuring comprehensive privacy protection and compliance.

Note.: Ki1- Remember, K2- Understand, K3- Apply, K4- Analyse, K5- Evaluate, K6- Create



CO-PO Mapping Table (Mapping of Course Outcomes to Program Qutcomes)

PO1 | PO2 | PO3 |PO4 | PO5S |PO6 | PO7 |PO8 | PO9 | PO10 | PO11 | PO12
Cco1 2 2 2
CcO2 2 2 2
Cco3 2 2 2
CO4 2 2 2
Note: 1: Slight (Low), 2: Moderate (Medium), 3: Substantial (High), -: No Correlation
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